Mpuaokenne
MHUHHCTEPCTBO OBPA30BAHHA H HAYKH POCCHICKOH ®EJEPALITHH

NENAPTAMEHT I'OCYJAPCTBEHHOH NOJHTHKH B COEPE
OBILET0O OBPA3OBAHHS

MHCBEMO
ot 14 man 2018 r. N 08-1184

O HATIPABJIEHHH HHOOPMAILIHH

Jlenaprament rocyaapcrsenHoli nonnTukn B cdepe  obulero obpasosania  Munobpuaykn Poccun
HanpaeiseT Ans ceenenna paspaGoTanubie Bpemennolf komuccuedl Coseta Qenepaud o pasBHTHIO
HHGOPMALMOHHOTO 00UIECTBA METOAHYECKHE PEKOMEHIAUMH O paMelleHHH Ha HHOPMALHOHHEIX CTEHOAX,
O(HUHATEHBIX HHTEPHET-CAfTax W ApYrHX MH(OPMalMOHHBIX pecypeax obuleobpaloBaTeNbHBIX OpraHH3atmi ¥
OpraHos, OCYLIECTBASIOWMX ynpasnexde B chepe obpasosanus, undopmaupn o Oe3oNacHoM MOBEASHHH H
nenonesosannu cetn "HMureprer”.

Jdupextop JlenapramenTa
AEIETPOB

[Npunowenne

METOJAHYECKHE PEKOMEHAALHH
0 PASMEIIEHHH HA HH@®OPMALIHOHHBLIX CTEHAAX, O®PHIHAJIBHBIX
HHTEPHET-CAHTAX H IPYTHX HH®OPMALIHOHHBIX PECYPCAX
OBILEOBPA30BATE/BLHBIX OPTAHH3ALIHIH H OPTAHOB, OCYLUECTB/IAIOIIHX
YIIPABJIEHHE B COEPE OBPA30BAHNSA, HHOPOPMALIHH O BE3OITACHOM
MOBEJEHHH H HCIOJIL30BAHHH CETH "HHTEPHET"

Dxcneptamn W uneHamu BpemenHofi kommccnn Cosera denepauMii 1o passuTHIO HHOPMALIHOHHOTO
oflLecTBa B paMKaX BEINONHEHHA PEKOMEHAUMI NAapIaMeHTCKIX Cnylanii " AKTyanbHile BONpocH obecnedeHHs
He30NAacHOCTH M PAIBHTHA JeTell B HHGOPMALNOHHOM NpocTpancTse”, KoTopble npownk B Cosete denepaunn 17
anpens 2017 r., 6ian paspaGoTansl METOTHYECKHE PEKOMEHIALMH O PA3MELeHIN Ha HHHOPMAUHOHHEIX CTEHIAX,
o HUHATBHBIX HHTEpHET-CaliTaX # APYrHX HHOOPMALMOHHBIX pecypcax ofweobpalopaTensHblX OpraHu3auuii 1
OpraHoB, OCYLIECTBIAIOWMX ynpasneHue B ciepe obpazomanmus, nudopmauun o GesonacHoM noseacHHH M
HCMONBIOBaHHH ceTH "HHTepHeT" (danee - MeTOAHYECKHE PEKOMEHIALIHH ).

MeToaHYECKHE PEKOMEHIAUNH HANPABIEHH HA KAYECTBEHHOE MOBLIEHHE YPOBHA HHGOPMALHOHHOM
AestensHocTH  0DueoGpasoBaTenbHBIX OPraHM3auMi M OpraHos, OCYWECTB/AKWHX YNPABASHHE B ciepe
ofpasoBanma, B 4YacTH MWHOOPMHPOBAHMA YHAUIMXCA, WX poantenefi (3aKOHHBIX npeacTaBHTenei) M
NearorH4eckux paGoTHHKOB 06 OCHOBHBIX acnekTax HHdopMaunonHoi Ge3onacHocTH.

MeToan4eckHe  PEKOMEHAAUMM  NO3BONAT  O0Weo0pa’oBaTeNbHbLIM  OPraHM3alUMAM M OpraHaMm,
OCYUIECTEARIOWNM ynpasieHue B cdepe 0fpaloBaHus, aKTYAIH3HPOBATE YiKE WCMONLIYeMblE H PAIMELUEHHbIE
HHGOPMALUMOHHBIE MATEPHANE], TAK M MOAFOTOBHTL MX B CAyHae WX OTCYTCTBHA € YMETOM JYHLINX NMPaKTHK H

pPeROMEHAALHT,
B paMkax METOIHYECKHX PEKOMEHIAUNH PACCMATPHBAKOTCA CNELYIOLLHE HHCTPYMEHTRI
I. HHdopMAIHOHHBIE CTEHBL;
2. opHUHANEHEIE HHTEPHET-PECYPCBI;

3. cpencrsa maccosoll HHGOpMALHK (IKOABHEIE Fa3eThl, NEJArOrHYECKHE HAIAHHA U ApYTHE).



Hudopmaunonnsie cCTeRAb!

Ha wHbOpMALHOHHLIX cTeHgax B o00Wweo0pasoBaTenbHLIX OPraHA3IALMAX, PacnoNOMEHHLIX B oiie
yupesaeHuii W B kaGHHeTax, OCHALUEHHBIX MEPCOHANBHBIMH yertpolicTeami 158 Beixona B ceTh "HMHTepHeT",
PEKOMEHAYETCA PAIMECTHTh HHGOPMALMOHHBIE NaMATKH, COIepHallie OCHOBHLIE coseThl Mo ofecneyeHHlo
HHpOpMAUHOHHO} De30NacHOCTH YHaLHXCA.

B npunoxennn N | K METOAHYECKHM PEKOMEHAALHAM NPEACTABAEH o0pazell NaMATEH AR PaMellledns Ha
HHPOPMALIHOHHBIX CTEHAAX.

Cpeacrsa maccooii nngopmanun

B cpencrsax maccosoil WHQOPMauuH, OPHEHTHPOBAHHBIX HA ODYHAIOUIMXCH, PEKOMEHIAYETCH B TEHEHHE
yueGHoro roga peryiapHo nyGnukoparts WHGOOPMAUHOHHEIE MATEPHANL!, MOCBALICHHBIE OTACNBHBIM ACNEKTAM
nH(opMaumoHHoil Be3onacHoCTH, a TaKKe PasAHYHbIE NAMATKH 0BLIEro XapakTepa.

B cpencTsax MaccoBoil WMH(OPMALHH, OPHEHTHPOBAHHBIX HA NEJArOrHYecKkylo ODLIECTBEHHOCTS,
PEKOMEHIAYeTCA B TeueHHe KaIeHJAPHOTO TOja perynspho nybimkoBaTh WH(OPMAUHOHHBIE MATEPHATLI,
NOCBAllEHNBIE OTAeAbHbIM acnexktam HHGOpMAUHOHHOH Ge30NACHOCTH Kak HecOBEPIIEHHOMETHHX, Tak H
obuleofpazoBaTensHBIX  OpraHM3aumMii, a TaKKe pasNMuHeIC MAMATKH, of30pbl  HOPMATHEHO-NPABOBOTD
perynupoBaius JaHHOM cepsl M HHGOPMALHIO O AKTYANBHBIX MEPONPHATHAX I coDBITHAX B JaHHOI cihepe.

B xoae nposenenns Eaunoro ypoka no GelonacHOCTH B CeTH "Mutepret” pexomeHayercs obecrneduTsb
BBINYCK TEMATHYECKOTO BBINYCKA CPENCTBA MAccoBoil HHGopmaunu audo cepun nyGaukaunii, cpenn KOTOpBIX
PACCMOTPETE OPraHH30BAHHLIE MEPONIPHATHA LA oByualoumxes, HX poauTenel (3aKOHHbIX npeacTasuTenci) u
nenaroru4eckoil oDecTBEHHOCTH.

Ogduunaneisie Hurepner-pecypest

OfweobpaiosaTenbHBIM  OPraHH3aALUMAM PEKOMEHIYETCR Ha CBOHX ouumaneselx MuTepHeT-pecypcax
ofecnednts (QYHKUHOHHPOBAHHE CAMOCTOATENBHOND M CNEUHANHIMPOBAHHOIO pa3nena "HudopmaunonHHas
fe30MacHOCT", B PAMKAX KOTOPOro NpeycMOTPETh PasMelleHie cleayrowei nudopmarm:

N Pazgen/noapasnen | Popmar npeacrapaenus Conepwanue MaTepuanos
MaTepHaNoB

1. |JlokansHuee Konuu 10KyMEHTOB B PasmemaoTcs KONHH JOKYMEHTOB, T.e.
HOpMaTHBHEE aKTe B | hopmare *PDF CKAHMPOBAHHEIA BADHAHT AOKYMEHTA,
cihepe oDecneveHun cooTBeTCTBYWOLNI TpeGoBaHnaM K
HHGOpPMALHOHHO napamerpam ckanuposanus, Paimewaiorca
Ge3onacHoOCTH NOKYMEHTEI, PEriaMeHTHPYHUIHE
00y AR IIHXCH oprasu3aunio i paboTy ¢ NEPCOHANEHBIMI

OAHHBIMH, NAAHBI MEPONPHATHH MO
obecneqeHnio HHGOPMALHOHHON
GesonacHocT 00DYUAOLWIMKCA H APYTHE,

2. |HopmatHeHOZ Konuu J0KYMEHTOB B [MyGAnKYIOTCA AKTYANBHBIE CBEAEHHA O
pPEryNHpOBAHHE topmare *PDF thenepanbHeiX H PErHOHATBHLIX 3AKOHAX,
NHCbMax OpraHos BAACTH W Apyryue
HOPMATHEHO-NPABOBEIE JOKYMEHTHI,
pernameHTHpyloune obecneseHne
nH{popMaunosHo# GelonacHocTH
HecosepieHHONeTHHX. [lonyckaeTca
BMECTO Konuil pasMellaTs rHNepechliki
HAa COOTRETCTBYHIILHE I[DK}"MEI'ITBT Ha
cailTax oprasoe rocy1apcTBEHHON BAACTH.




3. |Menaroru4eckam TekcT Ha cTpaHHUE PaiMmewanTca MeToAHYECKHE

paboTHHKaM cafita PEKOMEHAALHH M YKA3ILIBAETCA
Konui JOKYMEHTOB B HH(OPMALHA O MEPONPHATHAX, MPOEKTAX
dopmare *PDF H NpOTpaMMax, HANpasIeHHLIX HA

noBsileHte HHHOPMaLHOHHOR
FPaMOTHOCTH NeJarorH4eckix

paboTHHKOB.
4, |OGyyaommmcs TekcT Ha cTpauHLe Pasmewaercs HHQOPMALIMOHHAR NAMATKA
caiita (npunosenne N 2) 0 YKa3LIBAETCA

HHOpPMALIHA © MEPOTPHATHAX, NPOEKTAX
M nporpamMmax, HanpasJieHHbIX Ha
noBLILEHHE HHPOPMATHOHHROH
rpaMOTHOCTH 00YYAIOLMXCA.

5. |Poaurensm (3akoHHbIM | TEKCT Ha cTpaHHUe Pasmewaetcs HHPOPMALIMOHHAR NAMATKA
npencTaBuTEeNsM) caiiTa (npunowenne N 3).
oDy4aoHxCH

6. |llerckune GesonacHsie | TekcT Ha cTpaHuue Pasmewaerca nHGOpMALNA O
calThl cafita pPEKOMEHIYEMEIX K HCNONE3OBAHHID B

yuefiHoM npouecce DelonacHelX caiiTax,
GanHeps! GE30NACHBIX AETCKHX caiiToBs.

Opranam, ocyLIECTBAKIOWNM YripaBnenne B ciepe 0fpa3oBaHiA, PEKOMEHYETCA HA CBOMX OHUHANLHBIX
WuTepHeT-pecypeax obecnednTs (QyHKUAOHHPOBAHME CAMOCTORTENLHOMO H CREUHATHIHPOBAHHOTO pasaeda
"Mudopmaunonnas Ge3onacHocTs", B PAMKAX KOTOPOro NPeiycMOTpeTh pasMellicH e caeayomeii nudopMaLni:

Mpunoxenne N 1

NAMSATEKA
A5 OBYHAIOIUHXCH Ob HH®OPMAIIHOHHO¥ BE3OMACHOCTH NETER

HEJIb35

I. BeeM noapaa coobuiath CBOK HacTHYI0 MHGOPMALMio (HACTOALIME HMA, QaMHIHIO, TenedioH, ampec,
HOMEPp LIKO/BL, a Takke doTorpadHn CBOH, CBOEH CeMBH H apyaeit);

2, OtkpeiBate BoenHsle Gains anekTpOHHOH NOYTLI, KOF1A HE IHACLUL OTNPABHTENA,
3. [pyGuTH, NPHAHPATLCA, OKAILIBATL JABIEHHE - BECTH Ce0A HEBEX/HBO M arpeccHBHO;
4. He pacnopaxaiics feusramu Teoeil cembn Gea paspellieHia CTapLIHX - Beeria cnpawmeail poauTenei,

5. He scrpeuaiics ¢ MHTEpHET-3HAKOMBIMH B PEanHON KMIHH - MOCOBETYHCA CO BIPOCHBIM, KOTOPOMY
JOBEPACLLb.

OCTOPOXKHO

1. He Bce nuuryT npasay. Yntaems o cebe Henpapay B MuTepHeTe - coobuin 08 3T0M CBOHM POAHTENAM HIH
oneKyHam;

2. MpHraawaloT nepenichIBaThCA, HrpaTh, 0OMEHHBATLCA - NPOBEPD, HET JIH NOABOXA;
3. HesaxonHoe konuposanue thaitnos 8 HuTepHeTe - BOPOBCTBO,

4. Beerna pacckassiail B3pocibimM 0 NpOOGAEMAX B CETH - OHH BCETIA NOMOrYT,



5. Henonssyit sactpoiiky Ge3onacHocTH M MPHBATHOCTH, 4T0DKI HE NOTEPATH CBOH AKKAYHTHI B COLCETAX M
ApYTHX MOPTANAX.

MOXKHO
|. Veaxaii apyrux nons3osarene,
2. Monsayewsca HuTepHeT-HCTOMHHKOM - Aenall CCRUTKY Ha HEro;
3. OrkpeiBail TONLKO Te CCLIIKH, B KOTOPBIX YBEPEH;

4, OBGIMATECA 33 MOMOLLLIO BIPOCLIM - POAHTENH, ONEKYHBL H AIMHHHCTPAlHA caiiToB BCeraa NoMoryT;

5. Tpoiian obyuenne na caiite "CeTeBHYOK" H NONYHH NACNOPT urppoBoro rpaxkaannnal

Mpunoxenne N 2

HHO®OPMAILIHOHHAS MAMATKA
1A OBYYAIOLHXCHA /LIS PASMEILEHHS
HA OGHIHAJBHBIX HHTEPHET-PECYPCAX

C Kas#IBIM TOAOM MOJOAEHH B HHTEpHETe CTAHOBHTECA Oonblue, a WKONBHHKH OHH H3 CAMBIX AKTHBHBIX
nons3osareneii Pywera. Mesxny Tem, NOMHMO OFPOMHOMO KOMTHHECTBA BOAMOMHOCTEH, HMHTEPHET HECET H
npobneMsl. ITa namMATKa 10MXKHA noMO4k Tebe DelonacHo HAXOANTLCA B CETH.

KoMmnewTepHbie BHPYCHI

KomneloTepHbiil BHPYC - 3TO PasHOBHAHOCTb KOMIBIOTEPHLIX MPOTPAMM, OTAHYMHTENBHOH OCoDeHHOCTRIO
KoTOpoll ABAAETCH CROCODHOCTh K pasMHOMeHHi0o. B gononHenue K ITOMY, BHPYCH MOTYT NoBpedHTs HIH
MONHOCTEI0 YHHUTOXHTE Bee (alinsl W JanHble, MOAKOHTPONLHLIE NONLIOBATENO, OT HMEHH KOTOPOrO brina
JanylleHa 3apaKeHHas NPOrpaMma, a TAKKE NMOBPEIHTL KM 1ake YHHUTORHTE ONEPaUHOHHYI0 CHCTEMY CO BCEMH
daiinamu B uenoM. B GonslumneTse cnyyaes pacnpocTPaHAKITCA BHPYCEI Heped HHTEPHET.

MeToas! 3alIHTE OT BPEAOHOCHEIX NPOrPaMM:

1. Hcnoneayil coBpeMeHHbIE OMEPAUHOHHBIE CHCTEMBl, HMEHOLIHE CepbelHblil ypoBEHL 3ALIHTHEI OT
BPEOHOCHBIX NPOTPaMM;

2, TlocToAHHo ycTaHasnusail naytH (Undposbie 3ANAaTKH, KOTOPbIE ABTOMATHYECKH yCTAHABAHBAIOTCA C
uensio gopaboten nporpammel) M apyrue OGHOBACHHA CBOSH onepaunoHHoi cHcTemel, CrauusaH MX TONBKO €
otpuumansHoro caiita paspaborunka OC. Ecau CyWeCTBYeET pesKiM aBTOMATHHECKOND 0OHOBNEHHA, BKAIOYH €ro;

3. PaGoTail Ha cBOEM KOMMBLIOTEPE MOA NPaBaMH NONB3IOBATENH, & HE AAMHHWCTPATOPa. 3TO HE NO3BOAMT
GONBLIMHCTBY BPEJOHOCHBIX MPOrPAMM HHCTANAMPOBATLCA HA TBOEM NEPCOHATLHOM KOMNLIOTEPE,

4. Mcnonpsyfi aHTHBHPYCHBIE NPOrpaMMHBIE NPOAYKTE MIBECTHLIX Mpon3BoaNTENEH, ¢ ABTOMATHYECKHM
obHoBNeHHeM Daz;

5. Orpasnyb GH3NYecKuii JOCTYN K KOMNBIOTEPY AR NOCTOPOHHHX ML,

6. Mcnonsayil sHew e HocHTe N HAGOPMALHA, Takie Kak relka, JHCK Wil thain 13 HHTEPHETA, TONBKO
H3 NPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpeiBail koMnbloTepHble (aiiasl, NONYMEHHBIE H3 HCHANCKHBIX MCTOYHHKOB. Haxe Te daine,
KOTOpBIE MPHCAAN TBOH 3HaKOMBIH. Jlyulue yTO4HK Y HErO, OTNPABAAN AH OH Tebe ux.

Cern WI-F1



Wi-Fi - 3T0 He BHA Nepenayd JAHHLIX, HE TEXHOJOrHA, a BCEro JHIIL Gpens, mapka. Ewe B 1991 roay
HHZEpAAHACKAA KOMNAHHA 3aperucTpupoBana OpeHi "WECA", 4ro obossasano cnosocoveranue "Wireless
Fidelity", koTopslii mepeBoanTca Kak "0ecnpoBoiHas TOYHOCTR".

Jlo Hawero BpeMeHM nowna Apyras ab0peBHaTypa, KOTOpas ABAAETCA takoil ke TexHonoruefl. Jro
aGGpesnarypa "Wi-Fi". Takoe nassanie Obi0 QaHO ¢ HAMEKOM Ha CTAHAAPT Bhiciuei 3sykosoil Texunkn Hi-Fi,
4TO B NepeBo/ie 03HaYaeT "BLICOKAA TOUHOCTH".

Ila, GecnnaTHelii MHTEPHET-1OCTYN B Kade, OTENAX W aj3pONOpTax ABNACTCH OTAH YHOH BOIMOMHOCTEID
BhIXOAA B HHTepHeT. Ho MHOTHE IKCNEpTHI CHHTAIOT, YTO 00LIEA0CTY NHbIE Wi-Fi ceti He aBnaoTea Ge30nacHsIMH.

Conetsi no GesonacHocth paboTel B obwenocTynHbix ceTax Wi-fi:

I. He nepenasail cBOK NHuHY HHQOPMaLmo uepes OOLICAOCTYMHbLIC Wi-Fi cern. Pabotaa B HHX,
WEeNnarelbHo He BEBOAHTE MapoiH AOCTYNA, NOTHHBI H KAKHE-TO HOMEpaA,

2. Mcnoassyii M 0GHOBNAN aHTHBHPYCHBIE NPOTPAMMBbI H Gpanamayep. Tem cambiM Thl oGe3onacHulb ceda oT
3aKa4KH BHpPYCA Ha TBOE YCTPOCTBO;

3. Tpu ucnonbsosannn Wi-Fi otkmioun dynkwmio "O6umii poctyn k daiinam w npurrepam”. Jlannas
GYHKLUMA 3aKpeITAa NO YMOMYAHMIO, O/IHAKO HEKOTOpble MONB3OBATENM AKTHBHPYIOT ee /AN yaoGeTea
uenons3oBanna 8 pabote nan yuede;

4. He nenomsayii nyoanunsiii WI-F1 ans nepeaaun THbIX JaHHBIX, HANPHMEP N4 BLIXOAA B COUMATLHEIC
CETH HIH B 3NEKTPOHHYIO NOYTY]

5. Mcnonbayli Tonbko 3awmuiennoe coenunenne uepes HTTPS, a ne HTTP, .. npn Habope seG-agpeca
BBOJIH HMenHo "hitps:/™;

6. B mobunsHom Tenedone otkmoun dyukumto "Tloakmouenne k Wi-Fi asToMatiyeckn”. He nomyckai
aBTOMATHYECKOro Noaxmovenns yerpoiictea k cetam Wi-Fi Oes Toero cornacHa.

Couaibnsie ceTi

COUHATLHbIE CETH AKTHBHO BXOIAT B HALLY H3Hb, MHOTHE MHOAH paGoTalOT W MBYT TaM NOCTORHHO, A B
Facebook y®e 3aperucTpHpOBaH MMUAMAPA YENOBEK, YTO ABAACTCA panoil censmoil Boex smuTenell nnaHeTsl.
MHOrHe NONBIOBATENH He MOHMMAIOT, 4TO WH(OPMALHA, PasMeWeHHat HMH B COUHATBHBIX CETAX, MOMKET GBiTh
HafizeHa i HCMONB30BAHA KeM YTOIHO, B TOM YHC/E He 00A3ATENBHO ¢ DNArHMH HAMEPEHHAMH.

OcHOBHBIE COBETHI N0 G230MacHOCTH B COLMANBHBIX CETAX!
. Orpannus cniucok apysei. ¥ TeGA B ApyILAX He N01KHO ObITh CRy4aRHBIX W HEIHAKOMBIX nmoaeit;

2. Jammmail cBOW HacTHYI #H3He. He yxadwisaii naponu, Tenedomsl, agpeca, 4aTy TBOSMO pOAICHHA H
APYrYH NHYHYIO HHGOpMAaLHIo, 3M0YMBIUICHHHKH MOTYT HCMOABIOBATH AdMe HHGOPMALHIO © TOM, KAK Thl H
TBOH POAHTENH NAAHHPYETE NPOBECTH KAHHKY /b,

3, 3awmuail CBOI0 PENYTALMIO - SN €¢ B YHCTOTE U 3anasail cebe Bonpoc: XoTed Obl Thl, YTODLL APYrHE
NONL30BATENH BHAEH, NTO Thi 3arpyskaewb? Mogymail, Npewkae YeM YTO-TO OMyBAHKOBATE, HAMHCATE H 3ArPY3HTE;

4. Ecain Thl rOBOPHLUL € AKABMH, KOTOPBIX HE 3HaeWk, He HCNONL3YH CBOE PEaNBHOE HMA H APYTYIO THYHYHO
HHOPMALMK: HMS, MECTO KHTENBCTBA, MECTO Y4elbl H npouee;

5. Maberaii pasmewenns otorpadmii 8 Murepuere, rae Tel n3o0pakeH Ha MECTHOCTH, N0 KOTOPOH MOMHO
ONpeennTE TBOE MECTONODOMKEHHE,

6. [pu perscTpauy B COLMANBHON CETH HeoBXO0AHMO HCMONLIOBATE COKHBIC TAPONH, COCTOAME W3 Oyk
W undp U C KOTHYECTBOM 3HAKOB He MeHee §;



7, Jln% counansHOl ceTH, MOYTHI W APYTHX CafiToB HEODXOAHMO HCMONL3OBATE PA3HBIE NAPOH. Torna ecnn
Te6A BIOMAIOT, TO MIOYMBILUIEHHHKH MOTY4aT JOCTYN TONBKO K OJHOMY MECTY, & He BO BCE Cpady.

DAeRTPOHHBIE JEHLTH

JNEeKTPOHHBIE eHBIH - 3TO oueHB yAo0usill crnocod niarexkefl, 0NHAKO CYLIECTBYIOT MOWEGHHIKH, KOTOPLIE
XOTAT NOAYYHTH I3TH JeHBIH.

aJl'EKTPﬂHHhIE AeHbLrH MOABHAHCE COBCEM HEOABHO H HMEHHO M3-3a ITOre BO MHOMHX MocyJapcTeax 40 CHX
nop He NpoNHCaHo Npo HHX B 3aK0OHAX.

B PoccHH ke OHH YHKUHOHHMPYIOT H O HHX YK€ NPONHCAHO B 3AKOHE, FAE HX Pa3feaioT Ha HECKOILKO
BHIOB - RHOHMMHLIE H He AHOHMMHble. PasHMIa B TOM, YTC GHOHHMHBIE - JTO T€, B KOTOPHIX Pa3pellaeTca
NPOBOANTE OMepauny Ge3 MAeHTH(QMKAUWH MONB30BATENA, @ B HEAHOHHMHBIX HAEHTHOHKALAA TONL30BATENA
asnaertca obnsarensHof.

Talcke cleayer paviM4aTh WIEKTPOHHbIE (HATHEIE OQEHLIH (paBHb TOCYJAPCTBEHHEIM BanMKTaM) H
INEKTPOHHBIE HeHATHBIE AeHbIM (HE PABHBI FOCYAAPCTBEHHBIM BANIOTAM ).

OcHoBHEIe coBeThl no GeonacHoil paboTe ¢ ANEKTPOHHBIMH JEHLIAMH:

I. MNpuesmkn K cuery MoGuasil Tenedon. 3o camsiii yaoGHbil 1 GHICTPLIF cnocol BOCCTAHOBUTE AOCTYN
K cuety. [IpHBsA3aHHLIA TenedoH NOMOKET, eClH safyaews cBOil NAaTeXHBIT NAponk WM 3afifews HA CaHT C
HEIHAKOMOTD Y CTPOHCTEA;

2. Mcnone3yii oanopasosele naponn. [Mocae nepexona Ha yCHJISHHYH aBTOPHIAUMIO Tebe yme He Oymer
YIPOMKATH OMNACHOCTE KPAXKH HIIH NEPexXBaTa NIaTekHoro napons,

3. Brifepn cnomusifi napons. [Npectynnukam OyAeT He NPoCTO yrajarh cnowHLf napons. HamesHeie
MAPOIN - 3TO NAPOIM, KOTOPHIE COAEPHAT He MeHee 8 IHAKOB H BKIIOUAIOT B cefin cTpOUHLIE M NpoNHCHBIE BYKBBI,
undpsl ¥ HECKONBKO CHMBOMOB, TAKHE KaK 3HAK Joanapa, dyHTa, BOCKIHUaTenbHBIA 3#ak M T.n. Hanpumep,
StROng!:;

4, He BBO/H CBOH JIHYHBIC JAHHLIE HA CANTAX, KOTOPBIM HE NOBEPAELLb.
IAeKTPOHHARA MOYTA

INSKTPOHHAA MOYTA - ITO TEXHONOTHA M NPEACCTABNSEMBIE €K0 YCIYTH MO Nepechlike H NONYHEHHIO
INEKTPOHHBIX coOBUEHNH, KOTOpbIE PACTIPENensIOTCA B KOMMBIOTEPHOMH ceTh. O6b4MHO 2NeKTPOHHLI NOYTOBLI
SUIMK BLICIAONT CAeAVIOUWMM 0BpazoM: MMA_nonbiosaTens(@nma_aomena. Takie KpoMme NEpefayH npocToro
TEKCTA, HMeeTC BO3MOKHOCTE Nepenasats Gainel.

OcHoBHble coBeTsl No GesonacHoii paGoTe ¢ 3NEKTPOHHOI NoYTO:

1. Haao ewibpare npasuisueil noutossii cepsuc. B uurepHere ects orpomubifi Beibop DecnaaTHbIX
[IOMTOBBIX CEPBHCOB, OAHAKD NYyHLUE JOBEPATE TEM, KOTO 3HAELIL H KTO Nepebiii B peTHHIE;

2. He ykaswBail 8 auunoil  nowre awumyw  wedopmaumio.  Hanpumep,  my€we BhiOpaTs
"My3eikansusii_panat@" wan "pox2013" emecto "temal3";

3. Mcnone3yii ABYXITANHYD aBTOPH3ALMIO. ITO KOIa NOMHMO NApOA HYKHO BEBOAHTE KO, npHceinaeMelit
no SMS;

4. BeiGepn cnoxubtii napons. [lns KaKI0ro NOYTOBONO AUIMKA J0KEH GuITE cBOil HagemHbIA, yeToHYMBRIH
K B3JIOMY I'IEPDJ'IH

5. EcaH ecTh BOIMOMKHOCTE HAMHCATE CAMOMY CBOI THUHEI BONpoC, HCNOAB3YH 3TY BOIMOMHOCTD,

6. Micnoneayii Heckonbko no4ToBbix Awnkos. [epsuil a4 yacTHON NEPENHCKH © A1pECaTaMy, KOTOPLIM Tl



noBepelib. ITO ANEKTPOHHBIH aApec He HAJ0 HCMOMLIOBATE NPH PErHCTPALHH HA thopymax u caiiTax;

7. He oTkpeisail daiins u Apyrue BAOMEHHA B IHCHMAX, Jae ECH OHH MPHILIH ot TeoMx apysed. Jlyuwe
YTOMHM ¥ HHX, OTIPABARIH 11 OHM TeGe s dafins;

8. Mocne okoHYaHHA paboThl HA MOYTOBOM CEPBHCE NMEPEN 3AKPRITHEM BRAAIKH C cafitoMm He 3a0yae HaXKaTh
Ha "Buifit".

Kubepliyaannr a1 BHPTYAALN0E HI1EBATENLCTBO

KnGepbyaauur - npecnefosaHue COOOIICHHAMH, COAEPIHKALIMMH ockopfeHnA, arpeccHio, 3anyruBaHHe;
XYMUrAHCTBO; COLMANbHOE GORKOTHPOBAHHE C NOMOULBID PAITHYHLIX HHTEPHET-CEPBHCOB.

OcHoeHbie coseTsl no Bopsbe ¢ knbepOynHHroM:

I. He Gpocaica 8 Goii. Jlyuwnii cnocol: NOCOBETOBATLCA Kak cefd BECTH M, CNH HET TOrO, K KOMY MOXHO
0BpaTHTLCA, TO BHAYane yCnoKoHTLCA. ECa Thi HAuHellh OTBEHATE ockopbneHHAMH Ha OCKOpGAHMA, TO TOALKO
ewe Gonbile pazodokellb KOHGIHKT,

2. Vnpaensii ceoeil knGeppenyTaumeii;
3. AHOHHMHOCTb B CeTH MHHMAaA, CyWecTBYIOT Cnocodsl BLINCHHTL, KTO CTOMT 33 AaHOHHMHBIM AKKAYHTOM,

4, He ctouT BecTH xynurascknil obpas supTyanbholi wuiun., HuTepuer duKcHpyeT Bce TBOM AEHCTBHA M
COXpaHAeT HX. YIANHTE HX Gynet kpaftie 3aTPYAHUTENBHO,

5. Cobmoaail cBOW BHPTYANBHYH0 HYECTh CMONOAY,

6. Wrnopupyit egnnnunpiii weratns. OaHOpa3oBbie OCKOPOHTENbHbIE cooBIIeHnHa Ny4lle HrHOPHPOBATE.
OfbIMHO ArpeccH NPEKpaliaeTca HA Ha4aANLHON CTaanK;

7. Bau arpeccopa. B nporpammax 00MeHa MIHOBEHHBIMH cooOLIEHHAMH, B COLUHANBHBIX CETAX ECTh
BO3MOKHOCTb DNOKHPOBKH OTNPABKH coolLueHHi ¢ ONpeleNeHHbLIX A1pecos,

8. Ecan Tul cBuaeTens knGepSynnunra. Teou AeHCTBHA: BBICTYIHTS NPOTHE NPECNENOBATENA, NOKAIATE EMY,
YTO ero AeficTBHA OLEHHBAIOTCA HEraTHBHO, MOALCPAATh MEPTBY, KOTOPOH HYKHA NMCHXONOTHYECKAR MOMOLL,
COOBLIMTE BIPOC/LIM O (hAKTE ArpeccHBHOO NOBEACHHA B CETH.

Mobuasusiii Teaedon

CoBpeMeHHble cMAPTGOHL W MAAHIIETH coaepkar B cefe BnonHe B3POC/AbIH (YHKUHOHAN, M TENepk OHH
MOTYT KOHKYPHPOBATE CO CTALMOHAPHLIMH KOMMBEOTCPAMH. OnHako, CPEACTS JAUIMTEL ANA NoaodHLIX yCTpoACTs
noka ovenk mano. TecTupoBanue ¥ MOMCK YASBHMOCTE B HHX NPOHCXOANT HE Tak HHTEHCHBHO, Kak 1A MK, To
e CAMOe KacaeTca H MOOHIBHBIX NPHACKEHHI.

CoppemeHHble MOOHAbHBIE Opay3epbl YkKe MPAKTHYECKH [OTHAMTH HACTOABHBEIE AHAMOTH, OAHAKD
pacuwnpente GYHKUHOHANA BIEYET 38 cobofi DoABLYI0 COMHOCTE H MEHBLIYH 3aLUHILEHHOCTD.

Jlaneko He BCe NMPOHIBOAMTENH BBINYCKAOT ODHOBAEHWSA, 3AKPLIBAIOUIHE KPHTHHECKHE YAIBHMOCTH AR
CROMX YCTpOHCTS.

OcHoBHBle cOBeThl A/1s Ge30NacHoCTH MoOHNBHONO Tenedona:

Huuero e spisetca no-HacTosweMmy Oecniatieim. Byae octopowen, Beasb koraa Tefe npeanaraior
BecnnaTHbIii KOHTEHT, B HEM MOTYT OBITE CKPBIThI KAKHE-TO NAATHBIE YCAYTH;

Nymaii, npeskae uem ornpasute SMS, ¢oTo WM BHARO. Thl TOYHO 3HACUIL, FA€ OHH OYIOyT B KOHEHHOM
urore?



Heobxoanmo 0GHOBIATE ONEPALHOHHYIO CHCTEMY TBOETO CMapThOHa;
Menons3yli aHTHBHPYCHBIE IPOrPaMMbI 4718 MOGHIBHEIX TeeQOHOB,

He zarpyail NpHICKEHHA OT HEH3IBECTHOrO MWCTOMHHKA, BEAb OHH MOLYT CONEp#aTh BPENOHOCHOE
nporpaMmuoe obecneueHmne;

[Moche TOro KaK Tl BuliiAelb ¢ caiita, rae BBOAKA IH4HYI0 HHGOpMAaLKIO, 3aiiau B nacTpoiiku Gpaysepa u
vaanu cookies,

MMeproanyecky NPOBEPRIl, KAKHE NAATHBIE YCAYTH AKTHBHPOBAHE! HA TBOEM HOMEPE;
[asaii cBofi HoMep MOGHABHOTO TeleOHa TONBKO JKOAAM, KOTOPBIX Thi IHACUIL H KOM Yy ADBEPASLIE;

Bluetooth no/mkes GbiTh BHIKIIOYEH, KOTIA Thl HM He nonbsyewsca. He 3abuisail nHoraa nposepsTh 370

Online nrpei

CoBpeMeHHBIE OHIAMH-HIPbI - 3TO KPACOHHBIE, 3AXBATLIBAIOLIHE PAIBNEHEHNA, 0OBEAUHAIOLULHE COTHH ThICAY
yenosek Mo Beemy Mupy. Hrpokn nccnenyor AaHHBIH HM MHD, ofwaiTes JApYr © ApYroM, BIMONHAKT 3a0aHud,
CPAMATCA ¢ MOHCTPAMH H NONYHAKT ONBIT. 3a yACBONLCTBME OHH MIATAT: NOKYDAIT AHCK, ONAa4HBAKT
aGOHEeMEHT HAH NPHODPETAIOT KAKHE-TO ONLUMHH,

Bce 5TH CpeacTsa MIYT HA NOLAEPXKAHHE M PalBUTHE MIPbl, & TakKke Ha caMy fGelonacHoCTE!
COBEPIIEHCTBYIOTCH CHCTEMBI ABTOPH3ALMH, BIMYCKAIOTCA HOBBIE MATHH (undpoBBIe 3aNNaTKH Q18 [porpaMm),
JAKPLIBAIOTCA YAIBHMOCTH CEpPBEPOB.

B noaoGHeix Hrpax CTOMT ONAcaThcd HE CTONMLKO CBOHX COMEPHMKOB, CKOMLKO KPaki TBOErO Napond, Ha
KOTOPOM OCHOBAHA CHCTEMA ABTOPH3AUMH DONLIWHMHCTEA HIP.

OcHOBHBIE COBETH MO GE30NACHOCTH TBOETD HIPOBOID AKKAYHTA:

1. Ecan apyroil wrpok Bener cebs nnoxo WA CO3faeT tebe HenpuATHOCTH, 3abnokupyH ero B CrMcke
HIPOKOB,

2. Mowanyiica AAMHHUCTPATOPAM MIPhl HA MIOXOE MOBEAEHME 3TOTO HrpOKa, HENATENLHO NPHACKHTE
KakHe-TO JOKA3ATEeNbCTEA B BHIE CKPHHOB,

3. He ykassiaii nnduyio uHdopmaunio 8 npodailie Hrpsl;
4. Veamall 1pyrux y4acTHHKOB NO HIPe;

5. He yctanasnugail HeOpHUHATBHBIE NaT4H ¥ MOILI,

6. Menonbayil cinosHbie H pasHbie NAaponm;

7. Hawxe BO BpeMs HIpPbl HE CTOHT OTEIKOHATh AHTHBHPYC. Moka Tel Hrpaeilk, TBOH KOMNLIOTEp MOTYT
3apasHTh.

DOumHHT 1IN Kpa#sa JHYHBIX JAHHBIX

OGbMHON Kpakeil feHer W AOKYMEHTOB CErOAHA YAe HHKOrO He YAMBHLE, HO C pasBHTHEM HHTCPHET
TEXHONOTHI ANOYMBILLNEHHHKH NEPEMECTHIHCE B HHTEPHET, H NPOA0AKAIOT 3AHHMATLCA "moOHMBIM" T1ETOM.

Tak NoABMAACH HOBAA YrpoO3a: HHTEPHET-MOIIEHHHYECTBA I (HLIMHT, [ABHAA UES/b KOTOPOro COCTOMT B
nonyueHny koHdIICHLIHATLHLIX AaHHLIX No/b3oBaTeneii - noruHos M naponeil. Ha aurnuiickom s3bike phishing
yuTaeTca kak duwmnr (ot fishing - pwGuas nosna, password - napos).

OcHoBHBIE COBETHI N0 Dopsbe ¢ GuunHroM:



1. Cnean 3a cBoMM akkayHToM. Ecan Thl mojo3pesaeius, YTO TBOA aHKETA Grina B3nOMAHA, TO HeoDXOIHMO
3abnoKHpOBaTh ¢ H cooDLMTE AAMHHHCTPATOPaM pecypca 00 3TOM KaK MOMHO CKOpee;

2. Mcnoasayii Gesonacubie BeG-caiTl, B TOM HHCNE, HHTEPHET-MATAIHHOB NOHCKOBEIX CHCTEM,

3. Mcnonbsyft cnosusle 0 pasHeie naponn. Takum obpasom, ecnu TeGd BINOMAIOT, TO IM0YMEILLICHHHKH
foAYMaT AOCTYT TONBKO K OJHOMY TBOEMY NPOQuUIIO B CETH, & HE KO BCeM;

4. Ecan Tebs panomany, To HeoBXOAHMO NMPEAYNPEanTh BCeX CBOHX IHAKOMEIX, KOTOpLIS nobasnesbl y TebA
B APY3LAX, O TOM, 4TO TebA BINOMANN H, BO3MOKHO, OT TBOErO MMeHH GyIeT pacChiaThCA CMaM M CChUIKH Ha

DHILIHHIOBBIE CARTSL;

5. Veranosu HanexHbil napoas (PIN) na moGuasHeil Tenedon;

6. OTmouH coxpanenie napona s Gpaysepe;

7. He oTkpeiBaii daiinel H ApyTHE BAOKEHHA B MHCLMAX, JAKe €CAH OHM NpHLIAK OT TBOMX Apy3ei. Jlyqwme
YTOUHH Y HUX, OTTIPABAATH 11 OHK TeDe ITH ailabl.

Ludposas penmyTanns

Lindposan penyTaums - 370 HEFATHBHAA WIH NO3MTHBHAA uHpopmauna B ceTn o Tebe. KoMnpoMeTHpyoLLas
MHGOPMALNA, PASMELUEHHAA B HHTEPHETE, MOMKET CEpbe3HbIM o6pasoM OTPasHTLCA Ha TBoell peanbHOl HKH3IHH.
"Undposas penytauna” - 310 TBOH HMHIK, KOTOpHIil opmupyercs u3 HHpopMaunn o Tede B HHTEPHETE.

Teoe MECTO WuTenbcTBa, y4eObl, TBOE (PHHAHCOBOE MONOKEHHE, OCOOEHHOCTH XapakTepa M pacckaisl O
GAHIKHY - BCE 3TO HAKANHBASTCA B CETH.

MHorse NOAPOCTKH JIErKOMBICIEHHO OTHOCATCA K nyGankauun an4soil wrndopmaunn B Hutephere, He
NOHMMAs BO3MOXKHbLIX nocneacTsnii. Tel Jake He CMOKELWE A0ranaThea O TOM, HTO dororpadua, pasMeLleHHad 5
€T HA3Al, CTAna NPUYHHOI 0TKa3a NPHHATE TeDA Ha paboTy.

KommenTapii, pasmewienie Teonx dororpaduii u Apyrue NeficTBHA MOTYT HE HCHEIHYTE Aame nocne Toro,
KaK Tl HX yATHme. Tl He 3HAEWE, KTO COXPaHHA 3Ty HHGOPMAUHIO, MONANA 1A OHA B NOHCKOBRIE CHCTEMRI |
COXpAaHHIACh NIH OHA, @ TNABHOE: MTO MOAYMAKT O tefie OKPYKAIOWINE IOAH, KOTOPbIE HalAYT W YBHIAT 370,
HafiT MHGOPMALHIO MHOTO NET CMYCTA CMOkeT Mool - KaKk u3 nobpeix nobysaeHnil, Tak M ¢ HAMepeHHEM
NPAYHHHTE Bpel. ITO MOXKET ObITh KTO ¥TOAHO.

OcHOBHBIE COBETHI N0 3alMTe URGPOBOH penyTaumu:
1. Moaymaii, npewx/e yem 4T0-T0 NyGAHKOBATL M NEPEAABATD ¥ ceha B Gnore MAH B COLUMANEHOMN ceTh;

2. B nactpofikax npodmas yCTaHOBH OTPAHWYEHHA HA MPOCMOTP TBOErO npoduAR B €ro COAEPHHMOrO,
caenaf ero Tonbko "ans Apyled”;

3. He pasmewaii n He yxasbiBai HHQOPMALHIO, KOTOPaA MOWKET KOro-aH00 0cKOpONATE HAH O0HXATH.

ABTOpCKOe npaso

CoBpeMeHHBIE WKONBHHKH - AKTHBHBIE NOAL30CBATENH UH(POBOre NpOCTPAHCTEA. OnHako Janeko He BCe
3HAIOT, YTO NONBIOBAHME MHOTMMH BO3MOKHOCTAMH UMpoBoro mupa TpeGyer coOGnloneHHR npas Ha
HHTENNEKTYANEHYI COOCTBEHHOCTb.

TepMmun "HHTENEKTYANbHAA COGCTBEHHOCT" OTHOCHTCA K PasIHYHbIM TBOPEHHAM HEl0BEHECKOro ymMa,
HAYMHAA ¢ HOBBIX H30GpeTeruii W 3HaK0B, 0G03HAYAOWMX COBCTBEHHOCTE Ha MPOIYKTH H YCIYTH, H JaKaHYHBAR
kHHramu, GoTorpapHAME, KHHOPHILMAMHE H MY3bIKANbHBIMH NPOHIBEASHHAMH.

ABTOpPCKHE Npasa = 3T0 Npasa Ha HHTENNEKTYANBHYIO COOCTEEHHOCTE HA NPOH3BEINEHAA HAYKH, IHTEPATY Phl
M MCKyCCTBA. ABTOPCKHE Npasa BuICTYNAIOT B KAYECTBE MAPAHTHH TOrO, HTO HHTEIEKTYAIbHLIH/TBOpYecKuil TPy A



aBTOpa He OYAET HANPACHLIM, AACT €My CNPABELIHBLIC BOIMOKHOCTH sapafoTaTe Ha pe3ynbTaTax CBOETO TPYAA,
Noiy4HTh M3BECTHOCTE M MPH3IHAHHE. Hukto Oe3 pajpelieHHA aBTOpa HE MOWET BOCIPOHIBOAHTE €70
NpoH3IBENEHHE, PACIPOCTPAHATE, NYGIHYHO AEMOHCTPHPOBATH, NPOABATD, HMOOPTHPOBATE, MYCKaTh B MPOKAT,
ny5AHYHO HCMONHATE, NOKA3BIBATE HCIONHATE B admpe wan pasmewars B HHTEpHETE.

Henons3sosanne "nuparckoro” NporpaMMHOro ofecnedeHHa MOKET NPHBECTH K MHOTHM PHCKAM: OT NOTEPH
JAHHBIX K TBOMM AKKayHTam 10 GNOKMPOBKH TBOETO YCTPOHCTEA, rie yCTAHORIEHA HeneransHaa nporpamma. He
CTOWNT Tak#e 3a0BIBaTE, 9T0 CYIECTBYIOT NEralbHbIE H fecnnarHLle NporpaMMel, KOTOpPBIE MOKHO HaiTH B CETH,

0 noprane

Ceresnuok.pdy - TBOH rnaBHBIl COBETHHK B CeTH. 3jech Thl MOKEUL y3HATL O Ge30nacHOCTH B CETH
NOHSTHBIM H JOCTYNHBIM R3bIKOM, & NPH BOSHWKHOBEHMH KPMTHHECKOH CHTyauhu oDpaTnTbCA 3a COBETOM. A
TAKKE NPHHATE YHACTHE B KOHKYPCax H CTATh CAMBIM uHpoBEIM rpax1aHiHOM!

IMpunowenne N 3
MAMATKA 11 POAUTEJEN OB HHOOPMAIMOHHON BE3ONACHOCTH JNETE

Onpeneaenne TepMuHa "HHPOpMALKOHHAA Be3ONAcHOCTh petefi” conepsnres B DegepancHoM 3akone N
436-®3 "0 sawnre mereil 0T MHGOPMALMA, NPUUMHRIOWETH Bpel HX 310PUBBIO H PA3BHTHIO", PEryIHpyOLLAM
OTHOLIEHMA, CBA3AHHBIE € ATl AeTeil oT MHpOPMALMH, NPHYHHAIOLLEH Bpell MX 310POBLIO M (Mnu) pa3suTHIO.
CorflacHo JAHHOMY 3aKoHy "HHQpOpMaunoHHas OelonacHocTh nereii” - 3T0 COCTOAHHE 3ALIMIMEHHOCTH, TNPH
KOTOPOM OTCYTCTRYET PHCK, ces3aHHBIl ¢ MpHYHHeHHeMm WHdopmaunell Bpela HX 3A0POBLID M (nnu}
BHINYECKOMY, NICHXHYECKOMY, Y XOBHOMY, HPABCTBEHHOMY PaiBHTHIO.

B cuny denepansroro 3akona N 436-03 undopMalned, npuunHAOLLe]l Bpea 310POBEI0 M (HIH) PAIBUTHIO
neTeil, ARNAETCA:

1. nHdopMALHA, JATNPELIEHHAR ANA PACNPOCTPAHEHHA CPelH aeTeR;

2. WHGpOPMAUMA, PACTPOCTPAHEHHE KOTOPON OrpaHM4eHo cpeau gereil onpefesieHHLIX BOIPACTHBIX
KaTeropuit.

3. K undopmatiiy, 3anpelleHHolN 4ns pacnpocTpaHesus Cpein Jetefl, OTHOCHTCH:

4, wupopmannn, noGyxaalowas aetell K COBEpPLIEHHIO aefcTeNi, NpeaCTABNAOUIMK YTPO3Y HX HH3IHH H
(HNIH) 300POBLIO, B T.4. MPHYHHEHHIO BPEA CBOSMY 3A0POBLIO, camoyvBuiicTey,

5. cnocoGHOCTL BHI3BATE ¥ AETeil aenaHue ynoTpeGuTh HAPKOTHYECKHE CPEACTBa, NCHXOTPONHLIE H (Hnm})
oypMaHHBAIOWIHE BELleCTBA, TabauHble M3NENHA, ATKOTONBHYK M CIHPTOCOASPIKALLYI NPpOAYKLHK), MHBO M
HAMKUTKH, WITOTABTHBAEMEIE HA €r0 OCHOBE; MPHHATH YHACTHE B A3APTHLIX Wrpax, 3aHHMaThCA NpoCTHTYLHER,
fponAKHIYECTBOM HIH MONPOLWAalHH4YeCTBOM;

6. OOOCHOBBIBAIOWIAS WAM ONPABALBANWLAA JAONYCTHMOCTL HACHIHA M (uam) mectokocTH nnbo
NOGYKAAIOUIAR OCYLLECTBAATS HACHIBCTBEHHBIE ACHICTBHA N0 OTHOWEHHIO K OAAM H HKHBOTHEIM,

7. OTPHUAIOLIAA CeMefinble LeHHOCTH W (QOPMHPYIOIIAA HEYBAKEHHE K POAHTEIAM H (HAK) ApYTHM HIeHaM
CEMBH;

. onpasakIBAOLLAR NPOTHBONPABHOE NOBEISHHE,

9. coflepkalllan HelleHIypHYyo OpaHs;

10. conepwaluas HHGOPMALHIO MOPHOTPagHYECKOro XapaKkTepa.

K mindopmaiy, pacnpocTpaHeHiie KOTOpoil orpasuyeno cpeu AeTei 0npeneneHHoro BO3pacTa, OTHOCHTER:

1. HHopMALHA, NpeAcTaBIsemMas B Bale H300PaKEHHA HIH ONHCAHHA KECTOKOCTH, dm3nveckoro M (HIH)



NCHAHYECKOrO HACHINA, MPECTYN/CHHS WM HHOTO aHTHODWECTBEHHOTO AefCTBHA,

2. BR3BIBAOMAN ¥ JeTell CTPax, yMac WiH NAHMKY, B T.4. NPEICTABAAEMAn B BUAE H300paKeHHA KK
onucaHMs B YHIOKmoWweH 4enoBeveckoe NOCTOMHCTBO (opme HEHACH/LCTBEHHONH cmepTH, 3aboneBaHus,
camMoyOHACTEA, HECHACTHOrO CTY4an, ABapHH HANH RaTacTpodel B (MM} WX NOCNENCTRHHA;

3. npencrasnsemad B BHAEe WIOOpAKEHHA WM ONHCAHWA NONOBBIX OTHOLWIEHWH MeXAY MYKYHHOH M
KEHIMHO;

4. conepxaluas GpaHHbIe CIOBA H BLIPAKEHHH, HE OTHOCHLLMECH K HeUeH3ypHOTi Dpan.

C y4erom sToro Bam npeanaraioTca npasuna paGorsl B cern HurepHer ana pasnnyHbIX BO3PACTHBIX
kaTeropiii, cobMoaeHAE KOTOPLIX NOIBOMHT 0DECTEUNTE uHopMaLHOHHYO0 Ge3onacHoCTs BauX AeTed.

Ofmne npasuaa 408 poanTeaed

|. Hesasicumo oT Bodpacta peberka mcnons3syiite nporpammuoe obecnevense, nomoraiolee hUNETPOBAT
H KOHTPOAHPOBATE HHPOPMALMIO, HO HE NONAraiTeCk NOAHOCTHIO HA HEro. Bawe sHuManie K pedeHry - rMaBHeIl

MeTOd JalHTEL.

2. Ecin Baw pefeHok MMeeT akkayHT Ha OHOM H3 COLMAIBHBIX CepBHCOB (LiveJournal, blogs.mail.ru,
vkontakte.ru i T.1.), BHHMATEABHO HIYYHTE, KAKYI0O HHOPMALIHIO MOMELLAIOT €ro Y4HacTHHKH B CBONX npodunsx u

Gnorax, skmoyas Gotorpadun 1 BHAEO.

3. TMposepsTe, ¢ KAKMMM APYrMMH Caiitami CBA3aH COUMANBHBI CepBHC Bawero pebenka. CTpannukn
Bawero peGeska MoryT GbITE G230MacHLIMU, HO MOTYT W COAEPHATE CChIIKH HA HEKETATENBHBIE H ONACHRIC cafiTel
(HanpHMep, NOPHOCART, WK CaliT, HA KOTOPOM JIPYT YNOMHHAET HOMEP COTOROTO tenedona Bawero pebenxa nin
Baw gomammnii agpec)

4. Moowpaitre Bawnx aeteil cooGmars 060 BeeM CTPAHHOM HIH OTTATKHBAKOLUEM H HE CTHUWEKOM OCTPO
pearupyfiTe, KOraa oHH 9T0 AenaloT (H3-3a ONACEHHA MOTEPATE JOCTYN K HHTepHETY AETH HE FOBOPAT POJHTENAM O
npobaemax, a TaKKe MOrYT HAYATh HCMONB30BATE HHTepHeT BHe foMa H WKOTBL).

5. ByawTe B kypee cetesoii ku3nn Bawero peGenka. HutepecyiiTecs, KT0 HX ApYy3bd B HuTepuer rak #e, Kak
HHTEpECYETECh PEalbHBIMH APY3bAMM.

Boapacr ot 7 a0 8 ner

B Huteprere pefieHok cTapacTcs NOCETHTh T€ WAH MHbIE CAfThbl, 4 BOIMOKHO M YaThl, pajpellieHie Ha
nocelleHne KOTOPhIX OH He mony4un Obi ot poanteneii. [loatomy poaHTENAM ocoGenHo nonesus Oyayrt Te
OTYeTHl, KOTOpbIE MPENOCTABARIOTCH [MPOTPAMMAMH MO0  OFPAHHYMEHHIO HCMONBIOBAHHA Hurepuera, T.e.
PomTtenscknii KOHTPO/b HIH TO, YTO Bl CMOKETE YBHAETH BO BpeMeHHBIX dafinax. B pesyaptate, y pebenka ue
GyaeT OWYILEHHA, MTO 33 HMM BEJETCA NOCTOAHHBIA KOHTPOAbL, OAHAKO, POAHTENH OyayT no-npexHeMy 3HATh,
kakue cafitel mocemaer wux pebenok. [etn B AaHHOM Bo3pacTe 00NajaloT CHALHBIM HYBCTBOM CEMEH, OHM
N0BEpuHBBI W HE COMHeBaloTCA B apTopuTerTax. Ond MOGAT MrpaTh B CeTeBble MIpbl H NYTELUECTBOBATE N0
HMuTepueTy, HCNO/BIYA INEKTPOHHYIO NOYTY, 3AX0AHTE HA CAHTHI H YaTH!, HE PEKOMEHI0BAHHBIE POAHTENAMH.

Cosersl no GesonacHoctu B ceth MuTeprer ana gereii 7 - 8 ner

|. Co3nafiTe cnHcok QoOMAlIHMX npasinn nocewenns Hurepwera npu yuactin neteil u Tpebyiite ero
BBINOMHEHHA,

2. TpeGyiire or Bawero pebenka cobmoaeHns BpeMEHHBIX HOPM HAXOWKISHHUA 32 KOMIBIOTEPOM. Nokaxure
pebenky, uto Bl HaGnionaeTe 3a HUM He NOTOMY 4TO Bam 3T0 X04ETCA, a NOTOMY HTO Bul GecnokonTeck O €ro
Ge30nacHeCcTH H BOErda roToBsl eMY NoMOYb.

3, Komnsiotep ¢ nogkmodernem K HHTEPHETY Q0MKEH HAXOANTLEA B oOwiell KOMHATE NOJA NPHCMOTPOM
poauTeneii.



4, MenonsayiiTe cneunaibHele 1€TCKHE NOMCKOBRIE MALHHBL.

5. Mcnoneayiite cpeactsa G10KHPOBAHHA HEMENATE/NLHONO KOHTCHTA Kak JONONHEHHE K CTaHOapTHOMY
PoaurenscxoMy KOHTPOMI.

6. Cosnaiite ceMeliHbIl MeKTPOHHEIA ALIMK, YTODBI HE NO3BONHTL AETAM HMETE cofcTBEHHBIE Afpeca.

7. Bnokupyiite goctyn K cafitam ¢ BECNNATHLIMHE MOYTOBRIMH HLWMKAMH C NOMOUWLI COOTBETCTBYHOLLETD
NporpaMMHOro obecneqeHus.

8. TMpuyunTe aeteii copeToBaTECA ¢ Bamn nepen onybaukoBaHHem Kakof-1HG0 HH(OPMAUHH CpeacTBAMM
INEKTPOHHOMN MOYTHI, YATOB, PErHCTPALHOHHEIX dopm 1 npoduaeii.

9. Hayuwre netedi He 3arpyxaTh thaiinsl, NporpaMMil HAH MY3BIKY Dez pallero CoTJacHA.
10. He paspewafite 1eTam HCNOALIOBATE cayskGbl MPHOBEHHOTO 00MEHA COODIEHHAMM.

[|. B "fenwii" crnucok caiiToB, paspelleHHbIX ANA TOCELIEHHA, BHOCHTE TOALKO cafiTel ¢ Xopowei
penyTauneit.

12. He 3aGuipajite Gecenosats ¢ AeTsMi 08 ux apy3esx B Uurepuere, kak eciu Obl peyb WNA O APY3LAX B
peanbHON HHIHH,

13. He genaiite "tay" u3 BONpOCOB NONOBOM XHIHH, TAK KaK B HutepHeTe AeTH MOTYT IETKO HATKHYTHCA
Ha NOpPHOrpadnio MK cafiTel "An8 BIPOCIBIX".

14. MNpuyunte Bawero pefenka coodlark BaM 0 MoDLIX yrpolax iH TPEBOTax, CBASANHEIX Hureprerom.
ClerasaliTech CNOKOMHBIMH H HATIOMHHTE LETAM, YTO OHH B De30NacHOCTH, EC/H CAMH pacCKasanH BaM O CBOHX
tpesorax. [ToxsanuTe uX W nocoseTyiTe noaoliTH ewe pas 8 NoAo0HLIX Cly4asX.

Bospact aeteii o1 9 no 12 aet

B naHHOM BO3pAcTE [ETH, KAK MNPaBHIO, yKe HACIbIUAHL O TOM, KaKas HHbOopMauHA CYILECTBYET B
Mnrtepuere. CopeplueHHO HOPMANEHO, HTO OHHM XOTHT 3T0 YBHIETE, NPOYECTD, yeapiware, [IpH 3TOM HYAHO
MOMHHTE, YTO AOCTYN K HEMENaTeNbHbIM MaTEPHANAM MOMHO JErKo 3abnoKMpoBaTE NpH MOMOWM CPEeacTs
PoauTensckoro KOHTPONA,

CoseTbl no GezonacHocTy And aereil ot 9 ao 12 ner

|. Cosnalfite cnMcok AOMAWHMX Npasun nocewenna Hutepner npu ywacTun petedi o Tpedyiite ero
BEIMOAHEHHA.

2. TpeGyiite ot Bawero peGenka co0MOAEHNA HOPM HAXOKAEHHA 33 KOMNBIOTEPOM.

3. HaGnionaiite 3a peGenxom npn paboTe 33 KOMNLIOTEPOM, NMOKAKHTE eMy, HTO Brl GecnokouTeck 0 ero
Ge30nacHoOCTH W BCEraa NoTOBLE DKAa3aTh EMy NOMOLULE.

4. Komneiotep ¢ noakmodexdem 8 HHTepHET 10/#eH HAXOIMTHCA B obuieil KoMHATE NOJ NPHCMOTPOM
poaaTened.

5. Hcnonpayiite cpeacTsa GAOKHPOBaHHS HEHENATENLHOrO KOHTEHTA KAK AONOAHEHHE K CTAHIAPTHOMY
PoauTensckoMy KOHTPOJIO.

6. He 3abhipaiiTe NPHHHMATL HENOCPEACTBEHHOE YYacTHe B #u3nK pederka, DeceaosaTb ¢ NETHMH o ux
apyseax 8 Hatepuers,

7. HacTtaupaiiTe, 4To6bl Z€TH HHKOr1a HE COMMAIIANNCE HA IMMHBIE BCTPEYM ¢ APY3baMu no HuTepHery.

8 TMossonaiiTe 1eTAM 3AX0ANTE TONLKO HA caiiTel 13 "Genoro” cnucka, koTopsiit co3laiiTe BMECTE C HHMH.



9, MNpuyunTe AeTell HAKOTIA HE BIAABATE MHYHYIO HHpOPMALHIO CPEACTBAMH HIEKTPOHHOH NOMTEI, HATOB,
CHETEM MIHOBEHHOro o6MeHa coOBLUIeHHAMH, PErHCTPaUHOHHBIX gopM, NHuHBIX npodkAel  NPH PErHCTPAUNA Ha

KoHKYpch! B HHTepHeTe.

10. Mpuyunre aeteli He 3arpy#aTh nporpammel Oes Bawero paspeurenns. OOBACHHTE HM, HTO OHH MOTYT
cy4aiiHO 3arpy3nTh BHPYChI WK APYrOe HEXeNaTebHOS NporpaMMHOe obecneyenue.

11. Coznafite Bawemy peGenky orpaHHUeHHYI0 YHETHYIO 3aMHCh ANA paboThl Ha KOMIBIOTEPE.

12. Mpuyunte Bawero peferika coofwars BaM 0 NHOOBIX YTPO3aX WM TPEBOTAX, CBI3AHHBIX C HuTtepuetom.
HanoMHuTe ATAM, 4TO OHH B 0E30NAaCHOCTH, €C/iH CAMH PACCKA3ANN BAM O CBOHX TPeBOTax W ONaceHHAX.

13. PacckakuTe AeTaM o nopHorpadun B Mutepnere.

14. Hactansafite Ha Tom, 4To0bI A€TH MPENOCTABIANN BAM JOCTYN K cBoell 3/1eKTPOHHOH moyTe, yTOOL! BbI
yOeaHIHCE, HTO OHM He O0LLAKTCH C HEIHAKOMUAMM.

15, OGBACHHTE OSTAM, YTD HENh3d MCMONL3OBATE CETh ANA XYNHIAHCTBA, PACTIPOCTPAHCHHA CIUISTEH HAH
yrpoa.

Boapact gereii ot 13 no 17 Jer

B 770M BO3pacTe NOAPOCTKH AKTHEHO HCNOALIYHT MOHCKOBEIE MALHHbIL, NONB3YOTCA anexTpoHHOl novTod,
CAVADIMH MIHOBEHHOTO 00MeHa COOGLIEHHAMMH, CKAYMBAIOT MYy3bIKy M inbMbl. Mankunkam B 3TOM BO3pacTe
GONblUE MO HPaBy CMETATh BCE OFPaHMYEHHA, OHM KaWAYT rpyboro OMOpa, a3apTHbIX WIp, KApTHHOK "nna
papocawix”. JleBouku npeanountaoT ofWATECA B ¥aTax, MpH 3TOM OHW ropasio fOonee YYBCTBHTENBHBI K
CEKCYATBHBIM A0MOraTenscrTeam B MuTepHere.

FauacTylo B JAHHOM BOIPACTE POIMTENAM YKE BECHMA CNOXKHO KOHTPOTHPOBATH CBOMX JeTedl, Tak Kak ob
MnTepseTe OHH YiKe 3HAIOT 3HAYMTENbHO Donblue cBOMX poanTened. Tem He MeHee, He OTmyckaiTe Jereil B
"ceoboaHoe naasanne” no Muteprery. Crapaiitecs akTHBHO y4acTBoBats B ofwennn pedenka B MuTeprere.

BakHO no-npexkHemy crporo cobmonate npasuna Hurepuer-0e3onacHoCTH - COTNAlIEHHE MeEwIy
ponuTensMu W deTemi. Kposme Toro, HeoOXOAHMO KK MOMHO 4alle MPOCMATPHBATE OTHETH O ASATENBHOCTH
gerteit 8 Murepuere. Cneayer o0paTuTe BHHMaHHE Ha HeoOXOOHMOCTL CONePAHNA POOHTENLCKHX maponedi
(naponeil aAMMHHCTPATOPOB) B CTPOTOM CEKpeTe H 06PaTHTE BHHMAHHE HA CTPOrOCTH ITHX naponed.

CogeTsl no Ge30nacHOCTH B 3TOM Bojpacte oT 13 ao 17 net

|. Co3gaiite cnHcoK AOMAWIHMX npasun nocewenns MutepHeta npu yyacTH noapoctkos W Tpebyilte
GesycnosHoro ero ssinonHenna. OGrosopuTe ¢ pebeHKOM CNHCOK 3anpellerHblx caiTos ("4epHblil CNHCOK"), Yack!
paGoTtw B HuTepnete, pyxoroncteo no obuiennio 8 Mateprete (B Tom yncne 8 vaTax).

2. KomneloTep ¢ noaxkmodennesM K cetn MutepheT 1omken HaxonnTeca B 061eii KoMHaTe.

3. He 3abuiBaiite Gecenosars ¢ aeTemi 06 nx Apy3sax B MuTepHeTe, 0 TOM, YEM OHH 3AHATE! TAKHM o0pasom,
GyaTo peds WAET O ApPY3bAX B peanbHol kmu3um. Cnpawusaiite 0 MIOJAX, © KOTOPBIMH JeTH oOuwarwTes
nocpenctsom ciy#xb MrHOBEHHOrO oOMeHa coobLLeHHAMH, YTOOL! YOeAHTLCA, HTO 3TH JIOAH HM JHAKOMEI.

4, Mcnonssyfite cpefctsa DIOKHPOBAHMA HCHENATENBHOTO KOHTEHTA KAK JONONHEHHE K CTAHIAPTHOMY
PoauTensckoMy KOHTPOMO.

5. Heobxoammo 3HaTh, KAKMMH Hatamp nonpsyiotes Bawm  gerw. Tloowpsiite ucnonb3osaHme
MOJIEpHpYEMBIX YaTOB H HAacTaHBaiTe, 4ToObl AeTH He 00ILANHCL B MPHBATHOM peiuMe.

6. Hacrausaiite Ha ToM, 4TOGHI A€TH HHKOTAA He BCTPEYATHCE THYHO € ApY3IbaMi 13 ceTh MuTepier.

7. Tlpuyunte jereil He BbIABATH CBOW JH4MHYIO HHGOPMAUHIO CPeACTBAMM 3NEKTPOHHON MOYTLI, HaToB,
CHCTEM MrHOBeHHOro obMena coollueHHAMH, perHcTpauMorHElX hopwM, THUHEIX npodmned U NpH PericTPaUHK Ha
KoHkypchl B MHTEpHETE,

8. Mpuyunre aereii He 3arpyxare nporpammel Ge3s Bawero paspewienus. OOBACHHTE HM, YTO OHH MOTYT
CAy4aiiHO 3ArpY3UTL BHPYCH HAK APYroe HeXeaTesHOe nporpaMmuoe obecnevenme.

9, Mpuyunte Bawero pebenka cooblate BaM 0 MOGHIX Yrpo3ax WK Tpesorax, cesiaHHex ¢ Hurtepuerom.
HanomuuTe AeTAM, 4TO OHH B 0e30NACHOCTH, €CAH CAMM pacCcKa’anu BaM, O CBOMX Yrpo3ax WIH TpeBOrax.
[MoxeanuTe X W nocoseTyiiTe NOJOATH ellie pa3 B nogodHLIX CAYYanx.

10, Pacckakute geram o nopuorpadmu B Wureprere. TMomorute mm sawmtutsca oT cnama. Hayuwre
NOAPOCTKOB He BLAABATL B MHTepHeTe CBOErO PeansHOro 3MeKTPOHHOID aApeca, He OTBEYAT HA HEAENATEAbHLIE



NHCLMA M HCTOL30BATH CNELUHAIBHEIE OYTOBEIE (HALTPBL.

11. Mpuyunte cebs IHAKOMHTECA ¢ caliTaMK, KOTOPBIE NOCEIAKT NOAPOCTKH.

12, Hayuure nertell yBamars Ipyrux B WHTepxere, YOeautech, 4TO OHH 3HAIOT O TOM, YTO Npasina
XOpOLIEro NoBeAeHHA AeHCTBYIOT BE3e - AKe B BUPTYANbHOM MHpL.

13. OGbicHMTEe IeTAM, YTO HM B KOEM cay4ae Henbid ucnonedopate CeTs A8 Xy/[AHraHcTsa,
pacnpocTPaHEHHR CIUIETEH HAH ¥TPO3 ApYTHM TIOOAM.

14, OBcyanTe ¢ NOAPOCTKAMM NPODAEMBl CETEBBIX A3APTHRIX HIP H MX BOIMOMHEIA puck. HanoMauTe, uTO
JETH HE MOTYT HIPaThk B 3TH HIPBl COrIAcHe FAKOHY.

lMNocTosuso koHTponKpyiiTe Henonelosanie Muteprera Bawns peGenkom! IT0 He HapyUeHHe ero IHYHOTO
NpPOCTPAHCTEA, 4 MEPA NPEOCTOPOKHOCTH U npoAsieHne Baweii poanTensCckoi OTBETCTBEHHOCTH H 3a00ThI.




