NupopmanuoHHbIe MaTepPUAJIbI
10 NPOPUIAKTHKE NPECTYIICHUH, COBEPUICHHBIX ¢ HCI0Jb30BAHUEM
UHGPOPMALMOHHO-TEJIEKOMMYHHUKALUOHHBIX TEXHOJIOT M

K Haubonee pacmpoCTpaHEHHBIM BHJIAM JAHCTAHLIUOHHBIX MOIIEHHUYECTB,
coBepuieHHbIX Ha Tepputopuu r. Caskt-IlerepOypra u JleHuHrpaackoit oOnactu,
OTHOCATCS:

- «pUIIMHI» — BHUJA JUCTAHUMOHHOI'O MOILIEHHUYECTBA, MPU COBEPUICHUU
KOTOpPOTO 3JOYMBIIUICHHUKH (B XOAe Tele(OHHOro pas3roBopa, MOCPEACTBOM
HAIpPaBJICHUS] DJIEKTPOHHOI'O IHCbMa WM CMC-COOOUIEHMsSI) IOJIy4arOT JIMYHbIE
KOH(UICHIIMATBHBIE JaHHbIE 0 OAHKOBCKOW KapTe, HOMEpE CueTa, JIOTMHBI M MapoJin
JUIs BXOJa B UWHTEpHET-0AHK, a Takke Maposii O€30MaCHOCTH, IO3BOJISIOIINE
NPOU3BECTH CIHUCAHUE HAXOJIMIMXCS Ha OAaHKOBCKOM KapTe ACHEKHBIX CPENICTB.
JKepTBaMu yka3aHHOrO BHJIa MOIIEHHUYECTBA 3a4aCTYHO CTAHOBATCS HE3AILUILIEHHBIC,
ManooOpa3oBaHHbIE, JIOBEpUMBHIE CJIOM HaceneHud. [IpencraBissich 3adacTyro
COTPYJHUKAMU KpPEIUTHBIX OpraHu3alui, NPECTyNHUKUA BBOASAT B 3a0iyXKIEHUE
IPaKJaH OTHOCHUTEJIBHO COBEPIIAEMBIX HECAHKIMOHUPOBAHHBIX CHHCAHUHN JEHEKHbIX
CPENCTB, OCYIIECTBIAEMBIX IOKYNKax H T.I., IIOCJIE€ 4Yero IpOCiAT Ha3BaTh
KOH(QUACHIIMATBHBIE CBEACHHUS C LEJIbI0 MPECEUYCHUS BO3MOKHOTO COBEPILECHUS
npectymieHus. ['paxkaane, 1oBepsisl MOTYyYEHHONM MH(pOpMaLUH, *Keas 00e30MacuTh
CBOM  JICHEXKHbIE  CpeICTBa OT MPECTYNHBIX  MOCSTaTeNbCTB,  COOOIIAIOT
3anpanmBaeMyl0 MH(QOpMAIMIO, B PE3yJbTAaTe YEro 3J0YMBILUIEHHUKH MOXUIIAIOT
IIPUHAJICKALIUE UM JICHEKHBIE CPEIICTBA.

- «(apMuHI» - TIpOIleIypa CKPBITOrO HaNpaBIeHUs Ha JokHBIN [P-anpec, To ecTh
HaIpaBJICHUE I10JIb30BaTENsl HA (PUKTUBHBIM BeO-cailT, yalle BCEro HMCHOJIb3yEeMbIH
JUI IpUOOpeTeHusl TOBapOB M ycuyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KyIMHATOp, Kaccup.py, Owierep, calWTbl 1O Hpojaxke OWIETOB Ha X/I U
aBUATPAHCIOPT U Ap.);

- «/1BOWHAas TpaH3aKUus» (IIPHU OIUIaTE TOBAPOB M yCIyTr IpoaBel] cooOuiaeT oo
omunoOKe, MpeagaraeT MOBTOPUTH OMEpaIfio, a B JajbHEHIIeM IEHEKHbIE CpelCTBa
CIUCBIBAIOTCSI IBAXAbI IO KAYKIOW U3 IIPOBEICHHBIX OINEpaliHii)

- «TpamnmuHry (MaHUMYJSIUU C KapTpUAepoM OAHKOMATOB, MO3BOJISIOLIUE JIUOO
HE BO3BpalllaTh KapTy BIaJeiblly, JUOO CIUCHIBaTh BCE JaHHbIE KapTbl JIs
JATbHEMNIIEr0 UX UCIIOIb30BAHHUS).

I. OcHoBHBIE cXeMBbI TeJ1e()OHHOT0 MOIIIEHHUYeCTBA:
1. OO6wman no Tenedony.
3BOHOK COTpYJIHUKAa OaHKa - KOIJa HEU3BECTHBIN IPEACTaBIsAETCS

COTPYJIHUKOM CITy»ObI 0€30MaCHOCTH KaKoTo-Inbo 6aHka u coolmiaer, yto ¢ Bamrero



OaHKOBCKOTO CYeTa MPOUCXOAAT OMEpaluy MO0 HECAHKIIMOHUPOBAHHOMY CHHCAHMIO
JIEHEXKHBIX CPEJICTB, M B LEIIX O€30MacCHOCTH cyeTa TMpeJyiaraeT MepeBeCTH
cOepexeHMsI Ha «pPE3epBHBIN» MM «Oe30macHblit» cyeT. PacmpocTpaHeHbl ciydae
cooOmenus napopmaruu 06 opopmieHun Ha Bac kpeauta 1 HEOOXOAUMOCTH MIPONTH
B IIPUJIOKEHUM OHJIaWH-DaHKa 1O ONpenenéHHOM CCBUIKE U1 €r0 aHHYJWPOBAHMS
(BBITIOJIHUTH UHBIE HHCTPYKIIUH).

3BOHOK COTPY/IHUKA MIPABOOXPAHUTENLHBIX OPTraHOB - KOTJa HEU3BECTHBIN

NPEICTaBISIETCST COTPYAHUKOM TIOJUIIMH, CIEAOBaTeleM W T.O. M COOOIIaeT, 4To
MPOBOJIUTCS CIICTIONIEPAIUsl M0 TMOWMKE MOIICHHHKOB W I ATOTO HEOOXOJMMO
NIEPEeBECTU JIEHBI'M Ha «CIEIHUANbHBINY cueT. [Ipu sTom TpedyeT He 3BOHUTH B OaHK,
TaK KaK COTPYJIHUKH OaHKa 320/THO C MOIIIEHHUKAMHU.

Bam poacTBeHHMK, a1M00 OAW3KMN 4eJoBeK monan B Oeay (Hampumep,

MaIlIMHOM CcOMI dYeloBeKa WM OOBHUHSETCS B COBEPIICHUWU TNPECTYIUICHUS), U
3aJlep)KaH  COTPYAHMKAaMHU IOJIMLMM, W HEU3BECTHBIM cooOuiaer, 4ro s
OCBOOOXK/IEHHS] HEOOXOJMMO MEPEeBECTH Ha CYET JE€HEKHbIe CpelIcTBa JIMOO MM
OPUMHUPEHUS € MOCTPAJaBIIUM JHOO B KAayeCTBE B3ATKU COTPYIHUKAM IOJIMIIMH.
Bo3MoxHBI BapuaHThI, MPH KOTOPBIX B Pa3roBOpPE MOXKET MPHUHATH Y4acTHE SIKOOBI
COTPYJHUK MOJIULIUH, KOTOPBIN Oy/leT NOATBEPKIAaTh CKa3aHHOE.

BAJXKHO: DOrto 3BOHAT  MOIICHHUKHM(HECMOTpsT Ha  TO,  4YTO
onpeAenuBIINiiCS Ha TelneoHE HOMEP MOXKET COOTBETCTBOBATH HOMEpY TenedoHa
0aHKa WM TMPaBOOXPAHUTEIBHBIX OPraHOB, 3a4acTyl0 — MOCKOBCKOTo pernona (499,
495... ¥ T.14.), TaK KaK NPH MOMOLIM CHEIHUAIBHBIX YCTPONWCTB MOIIEHHUKH MEHSIOT
HOMEpa Ha a0COJIOTHO JHOOOH HOMEp — TaK Ha3blBaeéMble MOJMEHHBbIE HOMEpa),
COTPYIHUKUA OaHKOB HUKOTJA HE 3BOHST CBOUM KIJIMEHTaM, U TeM OoJjiee, HUKOT/Ia He
TpeOyIOT EPEBOAUTD C JINYHOIO cueTa JieHbI'n. [IpencraBureny npaBoOXpaHUTENbHbBIX
OpraHOB MOTYT 3BOHUTH TOJIKO JJISi BbI30Ba B IMOMEIICHUS MPABOOXPAHUTEIbHBIX
OpraHOB C 1II€JIbI0 TMOJY4E€HHUs OOBACHEHUH, MCTPEOOBAaHUSA JOKYMEHTOB I10
HaXOSIIUMCS B TPOM3BOJICTBE YTOJOBHBIM JIeflaM U MaTepraiaM IPOBEPOK.

IIpy mocTymiieHMM Takoro 3BOHKAa HEOOXOAMMO IpepBaTh pPa3roBOp U
NEPE3BOHUTH TOMY, O KOM HJIET Peub, JIM0O B YKa3aHHBIN rOCYJapCTBEHHBIN OpraH wuin
KPEAUTHYIO OpraHU3alHIo JIsl IEPENPOBEPKU NH(OpMaLIUU.

2. O0mMaH npu NoKynke (MpoJaaske) TOBapa HA MHTEPHET caiiTax.

[Ipepomiata 3a HECYIIECTBYIOIIMK TOBAp - moaacTcCs 0OBsBJIICHHE Ha

BOCTpEOOBAHHBIN TOBap C MPHUBJIEKATENbHON II€HOW (HW)KE PBIHOYHOW) C
IPUIIO’KEHUEM HeHacToAmMX Gororpaduil. B xone oOueHus «1poaaBeny yKIOHAETCS
OT BCTPEYM BBUJY JKUTEUCKHX MPUYMH (HET BpEMEHH, 3aHATOCTb Ha padoTe,



YAQJIEHHOCTh PACIIOIOKEHUS) U MPeIaracT OIIaTUTh TOBAp O€3HATUYHBIM IJIATEKOM
C FapaHTHUPOBAHHOM MOCJEAYIOLIEH TOCTAaBKOW Yepe3 Kypbepa, HO TOCIe MOTyYeHHUs
JIEHET, IPOJIaBell- MOIIIEHHUK MEPECTAET BHIXOJIUTh Ha CBA3b.

Omutata MyJisbka IO MOYTE HAJIOXKEHHBIM IJIaTEKOM - 3JI0YMBINUICHHUK

NBITAIOTCSl BHAYaJIe 3aroJlyddTh MPEIOIUIaTy Ha JOBEPUHU, €CIIM HE IMOJydaeTcs, TO
npeajiaraloT MOJy4YuTh 3aKa3 Ha MOYTEe, a MOTOM paciiaTUThesA. To ecTh Ha moure
nepes; BblJauei 3aka3a BO3bMYT JEHbIM B pa3Mepe €ro CTOMMOCTH, a MOKyMHaTeilb
BCKPBIB YIIAKOBKY, BUJIUT MOJIETKY WM MYJISIK.

[lokymnarenb cnpamuBaeT HoMmep KapThl U kon u3 CMC - no Bamemy

0O0BSBIICHHIO O MIPOJIAXKE TOBapa B MHTepHEeTe BaM MO3BOHMII MOKYMATENb U HOMPOCHUII
COOONINTh PEKBU3UTHI OAHKOBCKOW KapThl (TPEIBAPUTEIHHO BBISICHUB HOMEpP
TenedoHa K KOTOPOMY MPUBSI3aHA KapTa) U CMC-KOJ, YTOOBI MEPEBECTU JIEHbIU, SIKOOBI
3TO HYKHO AJisi OaHKOBCKOTO mepeBoja. Ha camoMm jene 3TO MOIIEHHHMK, KOTOPBIH
NBITACTCS] BOMTHU B JIMUHBIA KaOWHET OHJIaH-OaHKa M crucaTh Bce JeHbrM ¢ Baiero
cyeTa.

BAKHO: OnnauuBaiiTe TOBap TOJBKO MOCJE €Tr0 MOJYy4YEHUS U MPOBEPKU
Y HE OTHpABIISINTE JIEHbI'M B KayecTBe 3ajora (3amgartka). Jljisi mepeBoja JEHEKHBIX
CPECTB AOCTaTOYHO HOMepa TesjedoHa U APYroi JOMOJHUTENbHON MH(OpMauu He
TpeOyeTcs.

3. TeaedoHnHbIe BUPYCHI.

OdeHb 4acTo UCMOIB3YyETCS (PopMa MOIIEHHUYECTBA C MCIOJIb30BAHUEM
TenedoHHBIX BUpycoB. Ha Temedon aboHEHTa MPUXOAUT COOOIICHHE CJIETYIOIIETO
Buna: «Bam npumimo MMS-cooOmienue. st moaydeHus TPOUIUTE IO CCBUIKE...».
[Tpu mepexoze Mo ykazaHHOMY ajipecy Ha TeneOH CKaunBaeTCs BUPYC M IPOUCXOIUT
CIIUCAHUE JAECHEKHBIX CPEJCTB C BALIETO CUETA.

Jlpyroii BUI MOIIEHHUYECTBA BHIIMAAUT Tak. [lpm 3akase kakoil-mubo
yCIIyIH 4epe3 sIKoObl MOOWUJIBHOTO OlepaTopa WIM NPU CKauMBaHUU MOOMIBHOTO
KOHTEHTa a0OHEHTY MPUXOIUT Mpeaynpexaenue suaa: «Bel coOupaerech OTIpaBUThH
COOOIIEHME HA KOPOTKUWA HOMEp ..., AJIA TOJTBEPXKACHHUS ONEpallH, OTIPABHTE
coobmenue ¢ uudpoit 1, nas ormensl ¢ mudpoin 0». Ilpu ornpaBke moATBEpKIACHUS,
co cueTra a0OHEHTa CHUCHIBAIOTCA JIEHEXKHBbIE CpelcTBa. MOIIEHHUKHA MCTOIB3YIOT
CIIEIIMAJIbHBIE TPOTrPAMMBbI, KOTOPBIE ITO3BOJSIOT ABTOMATUYECKH TE€HEPUPOBATH
ThICSYM Takux cooOmenuit. Cpasy mocie nepeBoja JeHer Ha (aibIIMBBIA CUET OHU
CHUMAIOTCS C TenedoHa.
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BAXHO: He cineayet 3BOHUTH 110 HOMEPY, C KOTOPOTo oTrnpasieH SMS —
BITOJIHE BO3MOXXHO, YTO B 3TOM ciiydae ¢ Bamero tenedona OyneT aBTOMATUYECKH
CHSITA KpyIHAsi CyMMa | IMEePEXO0IUTh 10 COMHUTEIBHBIM CChLIKAM.

4. OwmuO0YHBII epeBo] CPeACTB.

AboneHTy moctynaer SMS-cooliieHue 0 MOCTYIUIGHUH CPEICTB Ha €ro
CUeT, MepeBeIEHHBIX ¢ MOMOIIBIO ycIyru « MoOmbHBIH nepeBoa». Cpasy mocie 3Toro
MOCTYIAeT 3BOHOK M MYX4YMHA (WJIM KCHIIMHA) COOOINAET, YTO OIIMOOYHO IepeBel
JICHbI'M HA €r0 CYUeT, IPU 3TOM IMPOCUT BEPHYTh UX 0OpaTHO TeM ke «MOOMIbHBIM
nepeBoIoM». B IEHCTBUTEIBHOCTH JCHBI'M HE TOCTYHAIOT Ha TeledOH, a YEeIOBEK
IIepEeBOJIUT CBOM COOCTBEHHBIE cpelicTBa. Eciii MO3BOHUTH MO YKa3aHHOMY HOMEPY, OH
MOXeET OBITh BHE 30HBI A0CTyma. KpoMe TOro, CymecTBYIOT Takue HOMeEpa, MpHU
OCYILIECTBJIEHUH BBI30Ba HAa KOTOPHIE C Tese(hOHa CHUMAIOTCS BCE CPE/ICTBA.

BAXHO:Ecau Bac nmpocsrt nepeBecTd SIKOObI OIMIMOOYHO MEPEBEICHHYIO
CyMMy, HAmOMHHUTE, 4YTO J/Js 3TOT0 HcCmosb3yercs d4ek. OTroBopka, 4TO «4eK
HOTEPSIH», CKOPEe BCETO, CBUACTEIBCTBYET O TOM, UTO ¢ BaMu 00ImaeTcst MOIICHHHK.

MOIIEHHUYECTBA C BAHKOBCKUMHU KAPTAMMU

bankoBCKass KapTra — 3TO MHCTPYMEHT Ul COBEDPIUCHUS IUIATEKEU U
JOCTYyNa K HAJIMYHBIM CPEJCTBAM Ha CU€Te, He TPEOYIOLIH Ui 3TOro NPUCYTCTBUS B
0anke. Ho nmpocToTa ncnosib30BaHnss OAHKOBCKUX KapT OCTaBJISIET MHOXKECTBO JIa3€€K
JUIS MOLIEHHUKOB.

[Ipu npoBeaeHUH onepaluii ¢ KapToi MOJIb3yHTECh TOJBKO TeMU OaHKOMAaTaMHu,
KOTOpBbIE pACHOJIOKEHbI B 0Oe€30MacHbIX MecTaXx M 00OpyAOBaHBI CHUCTEMOU
BUJICOHAOIIO/IEHUS U OXPaHOI: B rOCYJapCTBEHHBIX YUPEKICHUSAX, OaHKaX, KPYIHBIX
TOPTOBBIX LIEHTPAX U T.J.

Cogepiasi onepanuu ¢ MJIACTUKOBOW KapTOM, CIeAnuTe, 4TOObI psJIoM HE ObLIO
IIOCTOPOHHUX moaei. Habupas [TNH-xon, IIPUKPBIBAUTE KJIABUATYPY
pykoii.PekBu3nThl 1 1100as npoydast “H(popManus 0 TOM, CKOJIbKO CpeACcTB Bbl cHAMM U
Kakue nudpsl BBOOWINA B OaHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI MOIIICHHUKAMH.

OOpamiaiiTe BHUMaHNE HA KAPTONPUEMHUK U KJIaBUaTypy OaHkoMara. Eciiu oHM
000pyI0BaHbl KAKUMHU-THOO0 JOMOJHUTENBHBIMU YCTPOUCTBAMHU, TO OT UCIOJIB30BaHUS
JaHHOrO OaHKOMaTra JIyuylle BO3JEP)KaTbCid M COOOUIUTh O CBOMX IOJO3PEHMSX IO
yKa3aHHOMY Ha HeM TeneoHy.

B cmyuae HekoppekTHOM paboThl OaHKOMaTa — €ClIM OH JOJIro€ BpeMms
HaXOJUTCS B PEXKUME OXUIAHWS WIM CAMONPOU3BOJIBHO INIEpe3arpyxaercsa —
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OTKQ)XUTECh OT €ro MCIOoJib30BaHus. Benuka BCPOATHOCTb TOI0, HYTO OH
nepenporpaMMupoOBaH 3J1I0YMbINIJICHHUKAMU.

Kak o0e3omacurp ced0s 0T MOIIICHHUKOB:

ITpoBepsiiTe nHpOpMaIHIO, MOTYYEHHYIO B X0J1€ TeIe(OHHOTO pa3roBopa U MHTEPHET
NEPENUCKA C HEU3BECTHbIMH (OHM MOTYT HPEACTABIATHCS  COTPYAHUKAMHU
IPABOOXPAHUTENBHBIX OPraHOB, IPEICTABUTENIIMU KPEAUTHBIX OpraHU3aLuil).
YcTaHoBuUTH Ha TelaeQoH (KOMIIBIOTEP)COBPEMEHHOE JMLEH3UPOBAHHOE
aHTUBUPYCHOE IPOIPaMMHOE 0O€CTIEUEHHE.

He ycranaBnuBaiiTe u He coxpaHsiiTe 03 MpeIBapUTENbHON MPOBEPKU aHTUBUPYCHON
IporpaMMoil (¢aisipl, MOJYYEHHbIE W3 HEHAIEKHBIX HCTOYHUKOB: CKayaHHBIE C
HEU3BECTHBIX CANTOB, MPUCIAHHBIE MO AJIEKTPOHHOMN MOYTe (MOI03pUTENbHBIE (haliIbl
Jydllle cpa3y yAaJsTh).

Hcnonp3ylite napoiv He CBsi3aHHBIE ¢ BamMy nepCcoOHAIBHBIMY TAHHBIMHU.

Hu npu kakux o0CTOATENLCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX OAHKOBCKHUX CUETOB
(kapT), MapoJIv U APYTYIO MEPCOHATBHYI0 HH(POPMAIIHIO.

[TocTaBbTE TMMUT Ha CyMMY CIMCAHMN WM NIEPEBOJIA B IMUYHOM KaOHUHeTe OaHKa.

[To Bcem BO3HMKAIOIIMM BOIIPOCaM 0OpaIaThCsi B OaHK, BHIAABIINNA KapTYy.

He BBINOJIHATE HUKAKUX CPOYHBIX 3alIPOCOB K JEHCTBHIO, B TOM YHCJIE IIO YCTAaHOBKE
KaKuX Obl TO HU ObUIO MPUIIOKEHUIA.

He nepexoauTs HU MO KAKUM CChUIKaM, KOTOpbIE MPUXOAT Ha e-mail uim no SMS.

10.06pamath Ha Bce cooOmeHuss OT OaHKa (Hampumep, €ClIM OHHU COJep)Kar

rpaMMaTHYeCKUe OIMMUOKH).

11.He nepe3BaHuBaTh 0 HOMEpaM KOTOPbIE MPUXOAT Ha e-mail uinu o SMS.

12.IlepemnpoBepsiiiTe MOITUHHOCT UHTEPHET-CANTOB, Ha KOTOPBIX OCYILECTBISETE 3aKa3

TOBapa.

BynwsTe 6nurensHbl!



